DNFP SAFEGUARDS DOCUMENTS

IN THE HANDS OF REMOTE WORKERS.

Dynamic Native File Protection is only available from ShareVault.
PROTECTS ANY FILE

COMBATS SHADOW IT

You can protect all company files,
regardless of how they are shared
or stored (by email, Skype, Zoom,
Slack, Box, DropBox, Google Drive,
Microsoft 365, Zoom, and more).

Files are protected, even if
employees use non-approved
software applications.

WORKS ON ALL DEVICES
Files can be shared to desktops,
laptops, iOS and Android devices
and can be rendered useless by
de-authenticating the device.

SIMPLE TO INSTALL
You don’t need IT to enable DNFP,
and no application changes
are needed. DNFP works at the
operating system level.

RANSOMWARE-PROOF
DNFP-protected devices will not
allow unauthorized applications to
do anything to the files, including
hold them for ransom.
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KEEPS MALWARE OUT
Any file under ShareVault’s
DNFP control is protected from
ransomware and other exploits.

INVISIBLE TO USERS
Users don’t have to change
their behavior and won’t notice
the DNFP Agent running in the
background.

CLOUD DEPLOYMENT
You can enable DNFP for all remote
workers quickly and easily through
the sharevault.net interface.

LOSS & THEFT-PROOF
Instantly turn off access to files
shared to stolen devices, and when
employees or contractors leave.
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CASE STUDY 1:

COLLABORATING ON
CONFIDENTIAL DOCS
WITH A REMOTE
WORKFORCE

COLLABORATING ON
CONFIDENTIAL DOCS
WITH BUSINESS
PARTNERS

An Oil and Gas exploration company
company wanted to quickly
transition its entire team to work
from home. But they were anxious
that their intellectual property might
be compromised as it was shared
among employees or between
corporate and personal devices.

A manufacturer wanted to share
a unique type of CAD file with a
vendor in its original native file
format, but wanted to ensure that
only the assigned vendor engineer
on a specific company computer
could open and edit the file.

Employees installed ShareVault’s
DNFP encryption agent on their
home laptops, protecting their
sensitive documents so that they
could only be opened on approved
devices. In this way, the company’s
documents were protected from
malware, ransomware, theft and
unauthorized sharing.
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CASE STUDY 2:

They invited the engineer to become
a user of their data room, and
installed the DNFP agent on the
approved device. Thereafter, only
that device could open secured files
sent to the engineer (via email or
other methods).
At contract end, the engineer’s
permissions were revoked and he
could no longer open the files on
that or any other device.
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ShareVault provides the highest level of security for two types of document
sharing scenarios:
1. Static/Data Room - View Only Mode
Especially during due diligence, ShareVault protects intellectual property,
corporate financials, contracts, board communications, HR files, and more in a
central repository, which can be organized by tags and protected with flexible,
granular and powerful user and group access permissions.
In this mode, any document being shared resides in a ShareVault data room
and is normally only ever viewed unless explicit permissions are granted at a
document level to download or print. Even then, downloaded documents can
still be remotely “shredded” after the fact.
2. Dynamic/Remote Workforce - Document Edit Mode
DNFP protects any file which users may be collaborating on from falling into
the wrong hands, even after it is shared with authorized outside parties.
This is achieved by requiring remote workers’ devices to be authenticated and
equipped with the DNFP encryption agent. In addition, document access can
be limited by expiry dates. This mode also allows documents to be remotely
shredded even after they have been downloaded to any device.

HOW DNFP WORKS
1. Log in to sharevault.net with any Internet-enabled browser.
2. Securely import a list of your remote workers’ email addresses.
3. Set granular file access permissions by user and/or group.
4. Click a button to invite selected users by email to install the DNFP
encryption agent on any remote device.
5. Protected files can now be opened on ShareVault-authorized devices.
Non-enabled devices cannot open the shared files, and you
can revoke all permissions granted to users, devices, or groups
immediately when needed.
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ZERO TRUST DOCUMENT SECURITY
FOR REMOTE WORKERS

DOCUMENTS SECURED
INSIDE A DATA ROOM

DNFP
CONFIDENTIAL

DOCUMENTS SECURED
OUTSIDE A DATA ROOM

WHO NEEDS DNFP
Any business that has staff working
from home on sensitive documents, or
collaborating on documents with partners
at other companies needs DNFP. This
includes management consulting firms,
legal firms, accounting and other business
services providers.
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Consider this: If you handle sensitive
information on behalf of clients, and that
information got into the wrong hands,
would your clients ever forgive you?
If the answer is no, you should seriously
consider enforcing Zero Trust document
security for remote workers. Contact us
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